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PARAMETERS AND CRITERIA OF THE SCHOOL EDUCATIONAL
ENVIRONMENT EXPERTISE

Abstract
This article substantiates the relevance of the research problem, which consists in the need to solve state tasks
in the field of ensuring cybersecurity of social substructures of society, which is the education system. The current
legal framework of the problem under study is in urgent need of improvement and development in projection on
the educational environment of the school. This is due to the clearly insufficient awareness of its subjects in matters
of cybersecurity, cyber defense and cyber ethics. This is confirmed not only by the empirical observations of the
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authors of this article, but also by the practical lack of clear pedagogical measures of cybersecurity of the school
environment.

The purpose of the study is to reveal the specifics of cybersecurity of the school environment.

To achieve this goal, the authors of the article interpret the concept of cybersecurity in the context of the
environmental approach in education, perceived as a methodology of scientific and pedagogical research.

Based on these methodological positions, the authors of the article propose a detailed system of parameters and
criteria for the examination of cybersecurity of the school environment.

The developed system of parameters and criteria for the examination of cybersecurity of the school environment
acts not only as a measuring tool, but also as a pedagogical mechanism for the formation of such an environment.

Further prospects of the research are connected with the discussion in the scientific and professional audience
of the modified methodology of the cybersecurity examination of the school environment proposed by us, its
approbation in the real educational process and refinement taking into account the opinions of scientists and

teachers.

Keywords: cybersecurity, cybersafety, school educational environment, expertise, system of parameters and

criteria of expertise.

Introduction. The relevance of this study is
determined by the fact that the study of the school
environment shows the ignorance of its subjects
in matters of cybersecurity, cyber defense and
cyber ethics. This is evidenced by the results of
one of the studies: 78% of respondents have not
encountered cyber incidents (Neuspokoyeva,
2021). It should also be noted that in the
autumn of 2022, the number of cyber attacks
in Kaznet increased several hundred times,
massive external attacks were recorded (Musin,
2022). This shows the vulnerability of network
resources and the need to protect the educational
environment, since information systems function
in schools Kundelik.kz, bilimland.kz, ekitap.kz,
onlinemektep.kz.

In addition, the relevance of the study can
also be justified by the practical experience of
the authors of the article (as parents, experts),
which indicates the presence of problems in
the school environment related to cyberethics,
cyberbullying, data confidentiality, cyber
protection from viruses. Often there are facts of
transferring accounts, re-correcting points, in
addition, the procedure for checking the filling
of electronic logs is not explained, and so on.

We fully agree with the researchers who claim
that the main factor in ensuring cybersecurity
is training: in order to minimize the negative
consequences of cyber attacks, it is necessary
to carry out work to improve the computer
literacy of the population (Zeynelgabdin, 2019);
knowledge of cybersecurity is an important part
of the worldview of modern man and a necessary
condition for his security; training in cyberethics
should be the responsibility of all, to make up for

the lack of knowledge and responsibility should
begin with teachers.

Schools generate large amounts of data
on tracking student progress, performing
administrative functions, staffing and building
a curriculum. However, not all this data falls
under the school rules on cybersecurity for third-
party Internet services. Therefore, the perceived
risk of online resources is often not assessed,
schoolchildren and teachers have little knowledge
about the dangers of using third-party services,
and teachers are not ready to teach cybersecurity
to schoolchildren.

At the same time, the conducted research
covers only one aspect of cybersecurity of the
school environment, concerning cyberbullying,
omitting the issues of cyberethics, cyber defense.

Since this article is an “entry” into the study of
the above-mentioned topical issues, the purpose
is to disclose the specifics of cybersecurity of the
school environment. To achieve this goal, we
intend to interpret the concept of cybersecurity
in the context of the environmental approach in
pedagogy.

Materials and methods. Methodological
positions in our study are determined by
the understanding of the importance of the
environmental approach in education. At the
same time, the main guidelines are the opinions
of experts in this field, among whom we are
impressed:

—  Yu.S. Manuilov, who claims that “The
variety of methods of using the possibilities of
the environment in the theory and practice of
the “big pedagogical process” allows you to
combine innovations with retroviews that have
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proven their effectiveness in the history of school
development” (Manuilov, 2002);

— The methodology of the examination
of the educational environment (Yasvina,
2001), when among the 11 parameters of the
educational environment, the scientist identifies
“.. five “basic” parameters: breadth, intensity,
and modality, degree of awareness and stability;
as well as six parameters of the “second
order”: emotionality, generality, dominance,
coherence, integrity, activity”. We believe that
when ensuring the cybersecurity of the school
environment, all these parameters, with their
appropriate modification, can serve as a starting
position for the examination of the phenomenon
we are studying;

— Sulima 1. I, who argues that the
environmental approach in education is not only
a methodology of scientific and pedagogical
research, but also a methodology of practical
activity of teachers, since ... The environmental
approach is a theory of management of the
process of formation and development of a
student carried out through a specially-formed
environment (Sulima, 2012);

— A project carried out by specialists of the
Moscow City Pedagogical University, who
claim “... a qualitatively built and methodically
thought-out educational environment allows not
only accessibility and effectiveness, but also to
reduce education costs and ensure the safety of
students” (4).

Regarding cybersecurity, this article applies
a theoretical analysis of a number of scientific
papers and official documents. In particular:

— research by C. Brown, C. Chalmers, who
argue for the need for a special cybersecurity
policy at school (Brown et al., 2017); (Chalmers
et al., 2016);

— the works of scientists of the United Arab
Emirates, which indicate the lack of a universal
method of preventing cybercrime in schools, offer
many global solutions regarding cyberbullying.
The Government of the United Arab Emirates
has initiated the “Digital Safety of Children”
program aimed at educating generations literate
in the digital sphere (Siyam, 2021), and the
smart security structure of the “Akdar School
of Electronic Security” has also been launched
(e-Safe School) (6);

— research by Portia Pusey and William
A. Sadera (Towson University) (Pusey et
al., 2011), according to which information
security is a concept consisting of three “K” -
cyberethics, cybersecurity and cyber defense.
Cyberethics is a moral choice of people in the
use of Internet technologies and digital media. It
includes copyright, network etiquette, hacking,
and Internet addiction. Cybersecurity consists
of people’s actions to minimize the danger
when using Internet technologies. It covers
the problems of online predators, viruses and
spyware, the spread of malware and methods
of deception when using Internet-compatible
technologies (phishing, pharming and spoofing).
Cyber protection includes technical interventions
that protect data, identification information and
equipment from unauthorized access or damage,
as well as antivirus software, Internet content
filters, firewalls and password protection;

- research by a group of such scientists as
Saglam R.B., Miller V. and Franqueira V.N.L.A,
dedicated to cybersecurity education for children
(under 18 years ofage) onaglobal scale. Scientists
have identified what cybersecurity skills are
taught to children around the world, what are
the key strategies/methods of cybersecurity
training, and considered the question of which
stakeholders are considered responsible for
teaching cybersecurity to children. Scientists
speak about the importance of using innovative
teaching methods in teaching cybersecurity and
the role of school teachers in raising awareness
in this area (Saglam, 2023).

- a scientific study by J. Knott, H. Yuan, M.
Boakes and S. Li, which presents some new
results and ideas about how British schools in
general conduct their cybersecurity events and
online security training on Twitter. They have
launched a project that can help inform people
and organizations interested in cybersecurity
and teaching online security in schools (Knott,
2023).

- aresearch project by C. Mourning, D. Jueves,
A. Hellman-Thrasher, H. Chunji, S. Katya, A.
Karanth, in which high school teachers were
trained in cybersecurity through a series of online
seminars. Scientists talk in their project about
raising awareness about cybersecurity in three
areas: general cybersecurity issues, software
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security and hardware security (Mourning,
2022).

Main part. Among the official documents on
the problem of our research, we have attributed:

— The concept of “Cyber Shield of
Kazakhstan”, the purpose of which is to achieve
and maintain the level of protection of electronic
information resources, information systems and
information and communication infrastructure
from external and internal threats that ensure
the sustainable development of the Republic
of Kazakhstan in the conditions of global
competition (7). This document speaks about
the need for constant monitoring of compliance
with the modern needs of society and trends in
ensuring the safe development of information
technologies in  educational institutions.
However, specific procedures for ensuring
compliance with information security standards
are not described;

— unified requirements in the field of ICT and
informationsecurity,approvedbythe Government
of the Republic of Kazakhstan, a list of
necessary procedures and documents, including:
methodology for assessing information security
risks; rules for identification, classification and
labeling of assets, inventory and certification of
computer equipment, etc. (8);

—as well as a number of documents regulating
cybersecurity for the banking and insurance
sectors (9); (2).

It should also be noted that a number of
organizations and companies directly dealing
with cybersecurity issues have been identified by
the method of desk research. For instance:

— the leader of the Kazakh market in this area
is the Tsarka Company, which provides financial

organizations with expert services in the field of
information and cybersecurity (Polyakov, 2020);

— the organization “Cooperation in the Field
of Science and Technology” (COST) brought
together fifty-four leaders from twenty-seven
European countries in order to exchange
experiences in the field of cyber bullying in
schools (O’Moore, 2013);

—an organization for the protection of personal
data that operates in Kazakhstan on the basis of
general regulations (data protection agency).

The Agency of the Republic of Kazakhstan
for Regulation and Development of the Financial
Market has created training lessons on the topic
“Safe Internet and children’s cybersecurity”,
thematic hours on countering financial pyramids
and cyber fraud (5).

Next, we applied the method of interpretation
of the above scientific materials, on the basis
of which the modification of the methodology
of examination of the school educational
environment was carried out by Yasvin V.A.
while maintaining the methods proposed by him
for calculating the modality coefficient of the
educational environment, taking into account the
peculiarities of cybersecurity.

And, finally, the method of visualization
of interpretation results is applied, which is
presented in the form of a table reflecting a
detailed system of parameters and criteria for
the examination of cybersecurity of the school
environment.

Results and discussion. As a result of the
modification of V.A. Yasvin's methodology, we
propose a detailed system of parameters and
criteria for the examination of cybersecurity of
the school environment, presented in Table 1.

Table 1. Parameters and criteria for the examination of cybersecurity of the school environment

Expertise Parameters

Scores
0 1 2 3

1 Quality parameters

1.1 Modality

dogmatic

carecr

serene

creative

2 Quantitative parameters

2.1 Width

Virtual tours
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Virtual travel

Online visits to cultural, sports events/facilities

The possibilities of choosing educational online microenvironments

2.2 Intensity

The predominance of interactive forms and methods of teaching over traditional
Monitoring of online learning load of students

Organization of online leisure of students

2.3 Awareness

Knowledge of the rules of behavior in the Internet environment

Compliance with the rules of behavior in the Internet environment

Knowledge of means of protection against cyberbullying, cyber attacks

The ability to use a means of protection against cyberbullying, cyber attacks
Teachers’ activity in online communication

Parents’ activity in online communication

2.4 Generality

Cybersecurity Risk Management

The existence of a concept for the development of cybersecurity of the educational
environment

Availability of standards for ensuring the cybersecurity of the educational environ-
ment

The success of the implementation of the Concept of cybersecurity development of
the educational environment

Monitoring of the cybersecurity of the educational environment

2.5 Emotionality

The predominance of coping behavior of students in the digital environment
The predominance of teachers’ coping behavior in the digital environment
The predominance of coping behavior of parents in the digital environment
2.6 Dominance

The dominance of the live communication environment over online communication
for teachers

The dominance of the live communication environment over online communication
for students

The dominance of the live communication environment over online communication
for parents

2.7 Coherence

Continuity with the organizations of TVET and HPE in the field of digital pedagogy
(consistency of curricula)

2.8 Social activity

Broadcasting achievements in the Internet environment
Working with the media, social networks

2.9 Mobility

Implementation of additional (elective) academic subjects/modules focused on
functional (digital) literacy of students

The use of digital technologies in the holistic pedagogical process
Development of digital competencies of teachers
Of the 11 parameters proposed by Yasvin V.A., we selected 10, one of which is a qualitative

measurement of the educational environment in the following criteria: does not manifest itself
(1.1 modality of the educational environment) — O points, does not manifest itself rather than
and 9 is a quantitative assessment (2.1-2.9). At manifests itself — 1 point, rather manifests itself
the same time, we considered it appropriate to than does not manifest itself — 2 points, manifests
change the scaling of estimates, which consists itself completely — 3 points. It should be noted

— 128 —



that several indicators of parameters 2.3 and 2.4
are not evaluated on a three-point scale (they are
highlighted in color in the table).

Regarding the modality of the educational
environment: the first parameter means that
the environment promotes the development of
“passivity and dependence of the child”, the
second - the development of “activity, but also
dependence of the child”, the third promotes
“free development, but also causes the formation
of passivity of the child”, the fourth — “free
development of an active child” (Yasvin,
2001:79-80]. The remaining parameters are
interpreted by us in the context of ensuring the
cybersecurity of the school environment.

The system of examination of cybersecurity
of the school environment proposed by us is an
initial version, which in the course of further
discussion and testing can be supplemented or
modified to a certain extent (this article was
prepared by us at the very beginning of the study,
1.e. the results obtained are an introduction to the
research problem).

Conclusion. Based on the conducted research,
we came to the following conclusions:

Ensuring the cybersecurity of the school’s
educational environment is an urgent task in
Kazakhstan. Currently, there are a number of
organizations operating in the country whose
activities are aimed at ensuring the cybersecurity
of socio-economic processes. At the same time,
the legal field of their activities is determined by

official documents. However, these documents
and procedures require improvement in the
aspect of cyber defense and cyber ethics, need to
be adapted for their use in the education system,
as they are not updated in accordance with the
specifics of the school environment.

The study showed that the environmental
approach in education, being a methodology of
scientific and pedagogical research, fully acts as
a guideline for ensuring the cybersecurity of the
educational environment of the school.

The system of parameters and criteria for
the examination of cybersecurity of the school
environment developed by us acts not only
as a measuring tool, but also as a pedagogical
mechanism for the formation of such an
environment.

Further prospects of the research are
connected with the discussion in the scientific
and professional audience of the modified
methodology of the cybersecurity examination
of the school environment proposed by us, its
approbation in the real educational process and
refinement taking into account the opinions of
scientists and teachers.

This article was prepared within the
framework of the project “Pedagogical provision
of cybersecurity of the school environment using
compliance management”, funded by the Science
Committee of the Ministry of Science and Higher
Education of the Republic of Kazakhstan (Grant
N AP19678646).
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